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Windstream Enterprise DDoS Mitigation Service is a cost-effective Internet protection
service that detects anomalous activity, verifies the attack and rapidly mitigates the
Distributed Denial of service (DDoS) attack on a targeted organization’s network, system
or applications, without interrupting its internet service.

Distributed denial-of-service (DDoS) is hardly a new threat to IT and security executives, but

the expanding footprint, complexity and impact of those attacks is ratcheting up the stakes for
organizations. As DDoS attacks become more prevalent, focused and severe, organizations need
to consider new options to protect their infrastructure, applications and data.

Customers will know about any DDoS attack immediately, giving them context of their
security posture. Windstream DDoS Mitigation is integrated into the network so it can protect
Windstream Internet and any 3rd party ISP Internet seamlessly, without customer involvement,
from beginning to end. This ensures that legitimate, business application traffic isn’t blocked.

Customers have real-time visibility into the potential attacks detected by the monitoring system
(alerts). Additionally, there are rich traffic reports that deconstruct the traffic type traversing

their networks. Lastly, there is a view into mitigations, whether active or in the past, that were
implemented to fight DDoS attacks.

Rapid response means there will be little-to-no downtime when an attack occurs. Windstream
DDoS Mitigation will have an SLA associated with attack identification and notification (15 min.)
and commencement of a mitigation (15 min.). This will quickly address any attack and minimize
any downtime.

Auto-mitigation adds an extra layer of defense by automatically blocking a well-known attack once
detected by the monitoring system.
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ACT NOW AND

GET WINDSTREAM DDoS
MITIGATION SERVICE
FREE FOR ONE MONTH*

Talk to your Windstream rep for full
details on how to qualify for this offer.

Minimum 2-year DDoS contract:
e Free install

e 90-day satisfaction guarantee
e Simplified price model

* Terms & Conditions apply. Does not include any
other products or services.

windstream.



